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De	wereld	is	veranderd	



The	hackers	from	Impact	Team	told	Motherboard:	
“We	worked	hard	to	make	fully	undetectable	a4ack,	
then	got	in	and	found	nothing	to	bypass….Nobody	
was	watching.	No	security.	Only	thing	was	
segmented	network.	You	could	use	Pass1234	from	
the	internet	to	VPN	to	root	on	all	servers.”	





De	super-geavanceerde-cyber-aanval:	



De	super-geavanceerde-cyber-aanval:	



Het	internet	is	magisch:	



De	super-geavanceerde-cyber-aanval:	





The	cool	kids	table	



It	works:		



PREVENTIE	



WAT	WETEN	WE	OVER	DATALEKKEN:		

1.  IN	69%	VAN	ALLE	GEVALLEN	WORDT	MALWARE	GEBRUIKT.	
2.  IN	80%	VAN	ALLE	GEVALLEN	WORDT	HACKING*	GEBRUIKT.	
(MALWARE	EN	HACKING	SAMEN	IN	61%	VAN	DE	GEVALLEN)	
3.			IN	97%	VAN	ALLE	GEVALLEN	VEROUDERDER	SOFTWARE,	NON-
HARDENED	INSTELLINGEN	EN	ZWAKKE	WACHTWOORDEN.	

In	80%	van	alle	hacks	zijn	paswoorden:	default,	niet	
aanwezig,	gestolen,	geraden	of	kraakbaar.			

Ponemon	breach	report	2015	





Endpoint	
Security	

Authenacaae	

Encrypae	

Focus:		



Remote	Network	

Local	Network	

Local	System	

Gelaagde	Security:		

•  Authen0ca0e	
•  Patch	Management	

•  Endpoint	Security	
•  Mobile	Security	
•  Encryp0e	

•  DLP	
•  Server	Security	

Magic	



Endpoint	Security:		



An0spam:		



Firewall:		



HIPS:	



2-Factor	Authen0ca0on	



Encryp0on	

2015	Vormetric	Insider	Threat	Report	



Assesment	

Weerbaar	

Compliant	

In-control	De	uitdaging:	



Assesment	

Weerbaar	

Compliant	

In-control	The	proposi0on	



Assesment	

Weerbaar	

Compliant	

In-control	Managed:		





Thank	You	

www.WeLiveSecurity.com	
Dave@eset.nl	


