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CRUNCH NETWORK

Why Breach Detection Is Your New Must-Have, Cyber
Security Tool

n pakken, lukt

There are two types of
companies: those'who

I have been hacked, and
those who don’t yet know
they have been hacked.

L John Chambers
Bedrijven zijn zo le Chief Executive Officer of Cisco
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In an interview with ZDNet, Hacking Team's chief marketing

officer Eric Rabe was willing to start at the beginning. When
asked whether Hacking Team knows what caused the massive J‘

data leak, the executive described the hack as a "sophisticated

attack," which took "days or weeks to accomplish.
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TalkTalk

The hackers from Impact Team told Motherboard:
“We worked hard to make fully undetectable attack,
then got in and found nothing to bypass....Nobody
was watching. No security. Only thing was
segmented network. You could use Pass1234 from
the internet to VPN to root on all servers.”







©

De super-geavanceerde-cyber-aanval:
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De super-geavanceerde-cyber-aanval:
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Het internet is magisch:
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De super-geavanceerde-cyber-aanval:

L) ¥ < Accountverificatie - Message (HTML)

Message Q Tell me what you want to do

< v _— RS =)
& x t?_Reply m PR N7 = Mark Unread | p Q
2 Reply Al &3 To Manager M _,m HH Categorize ~ .
® _ Delete E@, : Move Editing  Zoom
& €} Forward EJ Team Email v . [~ |" FollowUp~ -
Delete Respond Quick Steps ] Move Tags P Zoom
N 7 <icoN—
Accountverificatie
To Donny Maasland | ESET Nederland

Beste Donny,
In lijn met de aangepaste wet Bescherming Persoonsgegevens zijn wij bezig met het uitsluiten van inactieve
accounts. Het is daarom noodzakelijk om je account te verifieren, we vragen je om dit zo snel mogelijk te

doen.

Je kunt dit doen door in te loggen met je Windows account op onderstaande pagina en op de "Sign in" knop te
klikken:

https: nl/veri

Na het inloggen is geen verdere actie vereist, alvast bedankt voor jullie medewerking,

Afdeling ICT N
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Microsoft*

Account Verification

Security ( show explanation )
® This is a public or shared computer
This is a private computer

User name:

Password:

Connected tr Mirrnenft Evechanna L
© 2010 Microsc

Microsoft*

Account Verification

Thank you, your account has
been verified.

Connected to Microsoft Exchange
© 2010 Microsoft Corporation. All rights reserved.
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The cool kids table
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PREVENTIE

Voorkomen is
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WAT WETEN WE OVER DATALEKKEN:

1. IN 69% VAN ALLE GEVALLEN WORDT MALWARE GEBRUIKT.

2. IN 80% VAN ALLE GEVALLEN WORDT HACKING* GEBRUIKT.
(MALWARE EN HACKING SAMEN IN 61% VAN DE GEVALLEN)

3. IN97% VAN ALLE GEVALLEN VEROUDERDER SOFTWARE, NON-
HARDENED INSTELLINGEN EN ZWAKKE WACHTWOORDEN.

In 80% van alle hacks zijn paswoorden: default, niet g i
aanwezig, gestolen, geraden of kraakbaar. ; ;

Ponemon breach report 2015
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Focus:




Gelaagde Security:

* Endpoint Security
* Mobile Security
* Encryptie

 DLP
* Server Security

* Authenticatie
* Patch Management
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Local System
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< @ Device settings policy

LOCAUION Ser e
Memory

Data roaming

Roaming network

Unknown sources

-
Debug mode

MONITOR PRE-DEFINED DEVICE SETTINGS . -y

FOR COMPLIANCY NFC |

Storage encryption

(es[:19 ENDPOINT SECURITY

FOR ANDROID

©
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Antispam:

Executable files Y

<

¢ Windows Executable (*.exe;*.dll;* sys;*.drv;*.ocx* scr)
¢ MS-DOS Executable (*.exe)

¢ ELF Executable and Linkable format (e.g. Linux) (*.elf)
¢ Adobe Flash (*.swf)

¢ Java Class Bytecode (*.class)
o T s & ¢ Windows Installer Package (*.msi)
Dangerous system file attachments Attachment processing 0 v App'& 0S X UanerSal blnary eXECUtable
Dangerous executable file attachments Attachment processing 0 ¢ Apple OS X Mach-0O binary executable
Forbidden archive file attachments Attachment processing 0 .
v .
Common ransomware droppers Attachment processing 0 L AndrOId eXQCUtable ( deX] J

Password protected archive file attachments Result processing 0

Common ransomware droppers which block the following
extensions®:

. * In this case Microsof Office files
hta with Macro's will also be blocked

*.docm (docm, xism and pptm). When such

* xlsm files are used within your organization,

*pptm this rule has to be adjusted or disabled.

*vbs

*.bat
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Firewall:

Firewall rules

Name Enabled Protocol Profile
Deny network connections for wscript.exe (native) v Any
Deny network connections for wscript.exe (SysWOW64) v Any
Deny network connections for cscriptexe (native) v Any
Deny network connections for cscriptexe (SysWOW64) v Any
Deny network connections for powershell.exe (native) v Any
Deny network connections for powershell.exe (SysWOW64) v Any
Deny network connections for ntvdm.exe v Any

Any profile Deny
Any profile Deny
Any profile Deny
Any profile Deny
Any profile Deny
Any profile Deny
Any profile Deny

Both
Both
Both
Both
Both
Both
Both

2 0

Action Direction Local Remote Application

C\Windows\System32\wscriptexe
C\Windows\SysWOW64\wscript.exe
C\Windows\System32\cscript.exe

Application B
C:A\Windows\System32\wscript.exe
CA\Windows\SysWOW64\wscript.exe
C:\Windows\System32\cscript.exe
CA\Windows\Syswow64\cscript.exe
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe

C:\Windows\SysWwOWwe64\WindowsPowerShell\v1.0\powershell.exg

C:\Windows\System32\ntvdm.exe J

C\Windows\Syswowb4\cscript.exe
C\Windows\System32\WindowsPowerShell\vl.0\powershell.exe
C\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
C:\Windows\System32\ntvdm.exe

IMPORTANT

e  This policy only works in combination with ESET
Endpoint Security because of the integrated firewall
module.

For these rules it also applies that legitimate
applications can use the executables. We therefore
recommend you to test this before fully implementing

=3 the policy within your organization.
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HIPS:

HIPS rules

Rule
Deny child processes from dangerous executables

Deny script processes started by explorer

Deny dangerous child processes from Office 2013 processes

Deny dangerous child processes from Office 2016 processes

IMPORTANT

e  These rules block executables that may also be used
by legitimate applications. We therefore recommend
you to test this before fully implementing the policy
within your organization.
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Enabled Action Sources Targets o¢

v

v

v

v

Block
Block
Block
Block

Deny child process from dangerous executables.

Application E
C:\Windows\System32\wscript.exe
C:\Windows\SysWOW®64\wscript.exe

C:\Windows\System32\cscript.exe
C:\Windows\Syswow64\cscript.exe
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exq

C:\Windows\System32\ntvdm.exe y

Deny script processes started by explorer

C:A\Windows\System32\wscript.exe
C\Windows\SysWOW64\wscript.exe
C:\Windows\System32\cscript.exe
C\Windows\SysWOW64\cscript.exe

Applications v’

Applications |v

Deny Dangerous child processes from Office 201x

C:\Windows\System32\cmd.exe

C:\Windows\SysWOW64\cmd.exe
C:\Windows\System32\wscript.exe
C:\Windows\SysWOW64\wscript.exe
C:\Windows\System32\cscript.exe
C:\Windows\SysWOW64\cscript.exe
C:\Windows\System32\ntvdm.exe
C:\Windows\System32\WindowsPowerShell\v1.0\powershell.exe
C:\Windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
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2-Factor Authentication

one-Time
pPassword

369875

Password

369875

o~

Smartphone with Your password
one-time password

Oone-Time Password -

________________________

Company data



Encryption

WEB BROWSER DESLOCK.COM
ADMIN USER INTERFACE ENTERPRISE SERVER PROXY

AUTORITEIT
PERSOONSGEGEVENS

DESlock*

WINDOWS PC CLIENT PCs
ENTERPRISE SERVER

= HTTP, LAN CONNECTION

2015 Vormetric Insider Threat Report




In-control

Weerbaar

Assesment




The proposition In-control

Compliant

Data Loss
Prevention

Weerbaar DESLock
Data .
Encryption FLE)é—R\At

S OFTWAR

Assesment

Core products

EP Protection |Mobile/Tablet
Protection
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In-control

H Maas.é.é.O’
Compliant 1223300

Data Loss
Prevention

DESLock

Data
Encryption

Assesment

Core products

EP Protection |Mobile/Tablet
Protection
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Thank You

www.WeliveSecurity.com
Dave@eset.nl




